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29 See www.pcisecuritystandards.org

“AC-19 ACCESS CONTROL FOR PORTABLE AND MOBILE DEVICES 
“Control: The organization: (i) establishes usage restrictions and implementation guidance
for organization-controlled portable and mobile devices; and (ii) authorizes, monitors, and
controls device access to organizational information systems. 

“Supplemental Guidance: Portable and mobile devices (e.g., notebook computers, personal
digital assistants, cellular telephones, and other computing and communications devices with
network connectivity and the capability of periodically operating in different physical locations)
are only allowed access to organizational information systems in accordance with organizational
security policies and procedures. Security policies and procedures include device identification
and authentication, implementation of mandatory protective software (e.g., malicious code
detection, firewall), configuration management, scanning devices for malicious code, updating
virus protection software, scanning for critical software updates and patches, conducting primary
operating system (and possibly other resident software) integrity checks, and disabling
unnecessary hardware (e.g., wireless, infrared). Protecting information residing on portable and
mobile devices (e.g., employing cryptographic mechanisms to provide confidentiality and
integrity protections during storage and while in transit when outside of controlled areas) is
covered in the media protection family. Related security controls: MP-4, MP-5.”

The cross-referenced Recommendation MP-4 (media storage) recommends that the organization consider
routinely encrypting information at rest on selected secondary storage devices.  MP-5 (media transport) notes
that “[c]ryptographic mechanisms can provide confidentiality and/or integrity protections depending upon
the mechanisms used” for handling data that is being transported on a portable device.  Recommendation SI-
3 (malicious code protection) also addresses the need to install and update protection software on mobile
devices (something that can be accomplished with remote administration tools rather than relying on the user
to download and install anti-trust protection and other protective software and updates).

Other portions of NIST SP 800-53, rev. 1 are also particularly relevant to laptop security and are greatly
facilitated by using secure authentication and remote administration tools.  These include AC-3 (access
enforcement), AC-6 (“least privilege” access), AC-17 (automatic monitoring of remote access), AU-6 (audit
monitoring and reporting for suspicious activity), CM-4 (monitoring configuration changes), IA-1 through IA-
7 (user and device identification and authentication management), IR-4 (incident handling), MA-4 (remote
maintenance), MP-6 (media sanitization and disposal), SC-12 (key management), SC-13 (use of
cryptography), SI-3 (malicious code protection), SI-4 (monitoring tools and techniques), SI-7 (software and
information integrity).

PCI DSS

Common information security standards for credit and debit cards are now developed by the PCI (payment
card industry) Security Standards Council established by Visa, MasterCard, American Express, Discover, and
JCB29.   The PCI Data Security Standard, v. 1.1 (“PCI DSS”) was released in late 2006 and became mandatory,
under payment card network contracts, for card issuers, acquiring banks, and retailers after December 2006.

Conformance to PCI DSS is enforced contractually by the payment card networks and card issuers.  But it is also
cited as establishing a standard for reasonable care in handling credit card and debit card data, in complaints
recently filed against TJX by state attorneys general and class-action lawyers.  A new Minnesota law, and bills
introduced in California, Massachusetts, and Texas, would make retailers liable to card-issuing banks for the costs
they incur in investigating security breaches and reissuing cards after a security breach in which the retailer failed
to meet the PCI DSS standard.  Thus, the standard has already had a legal impact beyond contractual enforcement.

When cardholder data are stored on laptops, PCI DSS requirements can be met in large part with encryption
and remote administration tools.  PCI DSS requires those who handle cardholder data to protect it in storage
and encrypt it in transmission (Requirements 3 and 4).  They must also maintain secure systems and
applications (Requirement 6) (note that this can be accomplished with the aid of remote administration tools,
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in the case of laptops).  Users must restrict access to cardholder data according to a business need-to-know
(Requirement 7), restrict physical access to cardholder data (Requirement 9), and monitor access to cardholder
data (again, in the case of laptops, this can be facilitated with encryption and remote administration tools).
Noncompliance can result in fines and the suspension of privileges to use the payment card networks.  Note
that the network contracts expressly require notice of security breaches involving cardholder data to the
payment networks, whether or not otherwise required by law.

Under Requirement 3.4, at a minimum the personal account number (“PAN”) must be protected with “strong
cryptography” or “compensating controls” that are documented (and not always accepted by the card
networks).  If disk encryption is used (rather than file- or column-level encryption), “logical access must be
managed independently of native operating system access control mechanisms” (Requirement 3.4.1), as in the
Seagate / Wave FDE products.  Keys must be changed periodically, preferably automatically (Requirement
3.6.4); card data must be deleted according to a data disposal policy (Requirement 3.1), purging data so that it
cannot be reconstructed (Requirement 9.10.2).  “Strict” control of the distribution of card data on any media
(including laptops) must also be assured (9.7). All of these requirements can be addressed with remote
administration software in the case of laptops.

Conclusions

The preceding discussion indicates that laptop encryption and authentication are sometimes mandatory but are
more often simply an efficient means of avoiding both actual harm and the legal obligation to provide notice of
a lost or stolen hard drive.  They also support a “reasonable care” defense in the event that sensitive data are
still somehow compromised.  Remote administration of hard drives is not expressly mandated in existing laws,
regulations, standards, or best practices, but it facilitates satisfying a range of security requirements -- such as
access control, audit records, and data deletion -- when the laptop is not on the organization’s premises.  Like
encryption, these techniques also support a legal defense based on reasonable care.  

As such technical security measures become more common in industry and government, it will be harder to
defend against negligence claims and government enforcement actions if they are not employed.

It is important for an enterprise not only to protect data but to be able to prove that it does so.  Remote
administration software, combined with central audit logs, can furnish evidence that a lost or stolen device was
routinely (and recently) checked to ensure that updated encryption and authentication measures were in place
and working effectively.

It should be emphasized that the best protection for the enterprise and for other potentially affected parties is
prevention, using any practicable means to keep sensitive data out of the hands of wrongdoers.  Enterprises
handling such data should keep current with available and cost-effective hardware and software solutions.
Adopting only the minimum legally required security measures may serve as a defense in a legal proceeding,
but is unlikely to satisfy public opinion or engender confidence among customers, employees, and regulators.
In most cases involving sensitive data, an organization is more at risk in the court of public opinion than in a
court of law, and it should evaluate technical security solutions with the aim of protecting its reputation, as
well as ensuring compliance and avoiding liability.  Products combining full disk encryption with secure
authentication and remote administration offer an effective approach to managing laptop risks from each of
those perspectives.  
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Appendix A: Lost or Stolen Laptops and Hard Drives

• Financial Services  

° Bank of America (18,000 records on a stolen laptop in June 2005, and an undisclosed number
of debit card details on another stolen laptop, September 2005).

° JP Morgan Chase private banking clients (stolen laptop, August 2005).

° North Fork Bank (9000 records on a stolen laptop, September 2005). 

° FirstTrust Bank (100,000 customer records on a stolen laptop, December 2005).

° Ameriprise (data on 226,000 investors and financial advisors on a laptop stolen from a locked
car in December 2005, later recovered by the police).

° Olympic Funding (three hard drives with an unknown number of consumer records stolen in a
break-in, March 2006).

° Mercantile Potomac Bank (stolen laptop with 48,000 customer records, May 2006).

° M&T Bank (May 2006, number unknown).

° AIG Insurance Group (records on 930,000 individuals, including Social Security numbers and
some medical and disability information, on a stolen server, announced June 2006).

° AllState Insurance (2600 consumer records on a stolen computer, June 2006).

° Marsh Inc. (CS Stars) (records of 540,000 workers compensation claims on a stolen computer
that was later recovered, July 2006; the company was required to reimburse the state $60,000
in investigation costs).

° Old Mutual Capital Inc. (stolen laptop with records on 6500 shareholders, July 2006).

° CoreLogic for ComUnity Lending (stolen laptop with an unknown number of mortgage loan
records, August 2006).

° AFLAC (stolen laptop with data on 612 policyholders, August 2006).

° Sovereign Bank (stolen laptop with data on “thousands” of customers, August 2006).

° American Family Insurance (2089 customer records on a stolen laptop, September 2006).

° Hilb, Rogal & Hobbs (insurance broker’s stolen laptop included data on 1243 Villanova
University faculty and students, October 2006).

° Hancock Askew (retirement fund data on a stolen laptop, October 2006).

° KeyCorp (9300 financial customer records on a laptop stolen from a KeyCorp vendor,
December 2006).

° New Horizons Community Credit Union (9000 member records on a laptop stolen from a
consultant conducting a due diligence investigation in connection with a proposed acquisition,
April 2007).

° Bank of America (customer records on a stolen laptop, April 2007).
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• Retailers and Service Providers

° MCI (16,500 customer records on a stolen laptop, April 2005).

° Eastman Kodak (5800 records on a stolen laptop, June 2005).

° TransUnion credit bureau (3600 consumer records on a stolen laptop, November 2005).

° Safeway Hawaii (1400 records on a stolen laptop, November 2005).

° Ernst & Young UK (an auditor’s stolen laptop included credit card data on 243,000 customers
of Hotels.com, May 2006).

° KB Home (stolen laptop with data on 2700 prospective home buyers, January 2007).

° CTS Tax Service (stolen computer with individual tax records, February 2007).

° Speedmark (stolen computers with 35,000 consumer records, February 2007).

° Tax Service Plus (stolen computer with 4000 tax records, March 2007).

° Gander Mountain (10,000 credit card records included among 112,000 customer records on a
lost or stolen computer, September 2007).

• Employers

° Boeing (161,000 employee records on a stolen laptop, November 2005; 3600 employee records
on another stolen laptop, April 2006).

° Ford Motor Company (70,000 employee records on a stolen computer, December 2005).

° Washington Employment Security Department (500 employee records on a stolen laptop,
December 2005).

° Fidelity (retirement fund data on 196,000 current and former HP and Compaq employees on a
stolen laptop, March 2006).

° Verizon (March 2006, number undisclosed).

° Aetna (health insurance records for 38,000 employees of the US Department of Defense and
Omni Hotels on a laptop stolen from an Aetna employee’s car, April 2006).

° Ahold USA (Stop & Shop, Giant Food, etc.) (EDS employee lost a laptop on an airplane; data
concerned an unknown number of Ahold employee records, June 2006).

° Union Pacific (stolen laptop with records on 30,000 employees, June 2006).

° ING (two stolen laptops with information on 8500 Jackson Health System employees, and a
stolen laptop with data on 13,000 District of Columbia employees, both in June 2006).

° Equifax credit bureau (stolen laptop with 2500 employee records, June 2006).

° Armstrong World Industries (laptop stolen from a Deloitte & Touche auditor contained records
on 12,000 Armstrong employees).

° Belhaven College (300 employee records on a laptop stolen at gunpoint, July 2006).

° Los Angeles County (stolen laptop with employee data, July 2006).

° Toyota (stolen laptop with 1600 employee and job applicant records, August 2006).

° Chevron (employee data on a laptop stolen from an outside auditor, August 2006).
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° Williams-Sonoma (1200 employee records on a laptop stolen from an outside auditor, August
2006).

° Diebold (employee records on a stolen laptop, August 2006).

° Wells Fargo (laptop stolen from an outside auditor included employee records, August 2006).

° City of Chicago (laptop stolen from retirement benefits management company included data on
up to 38,000 employees, September 2006).

° Howard, Rice (San Francisco law firm) (laptop stolen from the firm’s outside auditor, with data
on 500 current and former employees, September 2006).

° General Electric (50,000 employee records on a laptop stolen from a hotel room, September
2006).

° T-Mobile USA (records on 43,000 current and former employees on a laptop that disappeared
in airline checked baggage, October 2006).

° Gymboree (3 stolen laptops with human resources data on some 20,000 employees, October
2006).

° Hertz (data on employees since 2002 found on the home computer of a former employee,
October 2006).

° Avaya (employee records on a stolen laptop, October 2006).

° Greater Media (stolen laptop with employee data, November 2006).

° Intermountain Health Care (6244 employee records on a used computer sold through a second-
hand store, November 2006).

° Starbucks (4 missing laptops with data on more than 60,000 US and Canadian employees and
contract workers, November 2006).

° TD Ameritrade (stolen laptop with employee data, December 2006).

° Boeing (stolen laptop, later recovered, with data on 382,000 current and former employees,
December 2006).

° Notre Dame University (a director’s stolen laptop contained Social Security numbers and salary
information on employees, January 2007).

° Altria (Philip Morris, Kraft Foods, United Technologies) (5 laptops stolen from a benefits
consultant, with data on some 18,000 current and former employees, January 2007).

° Springfield, Ohio Schools (1950 employee records on an auditor’s stolen laptop, March 2007).

° US Army, Fort Monroe (stolen laptop with data on 16,000 civilian employees, March 2007).

° Chicago Public Schools (2 stolen laptops with data on 40,000 current and former employees,
April 2007).

° Neiman Marcus Group (“computer equipment” stolen from a consultant included data on
160,000 current and former employees, April 2007).

° Caterpillar, Inc. (employee data on a laptop stolen from a benefits consultant, April 2007). 

° University of New Mexico (3000 employee records on a laptop stolen from a consultant, April
2007).

° Pfizer: unauthorized file sharing software on a laptop compromised data on 17,000 employees
(June 2007); two stolen laptops reported with data on nearly 1000 independent contractors
(August 2007); electronic files on 34,000 employees copied and “removed” by an employee
(September 2007).
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° Verisign (laptop with employee data stolen from an employee’s car, August 2007).

° Merrill Lynch (stolen “computer device” with 33,000 employee records, August 2007).

° AT&T (laptop stolen from a professional services contractor with AT&T  employee data,
August 2007).

• Government

° California Department of Health Services (21,600 patient records on a stolen laptop, April
2005).

° Colorado Health Department (1600 family records on a stolen laptop, May 2005).

° US Department of Justice (80,000 individuals’ records on a stolen laptop, May 2005). 

° US Marine Corps (stolen portable drive with personal data on 207,750 individuals, March
2006). 

° US Department of Health and Human Services (data on 17,000 Medicare beneficiaries
downloaded by an insurance company employee on a laptop stolen from a hotel room, April
2006).

° US Department of Veterans Affairs (laptop and external hard drive with unencrypted Social
Security numbers and other personal information on some 28.6 million Americans stolen from
an employee’s home, May 2006; the laptop was ultimately recovered, apparently before the
data had been used for ID theft or fraud, but the incident cost the VA hundreds of thousands of
dollars in the interim and resulted in threatened legislation and a vendor contract to review
patterns of laptop misuse.  

° Minnesota State Auditor (records on state employees in three missing laptops, June 2006).

° US Federal Trade Commission (stolen laptops included Social Security numbers and financial
account details on over 100 consumers, June 2006).

° Montana Public Health and Human Services Department (stolen computer contained
information about persons on drug dependency programs, July 2006).

° Hattiesburg, Mississippi (hard drives stolen from city computers contained information on
thousands of city contractors and employees, July 2006).

° US Navy (36,000 recruiting records, some with Social Security numbers, on two stolen laptops,
July 2006).

° West Virginia Division of Rehabilitation Services (stolen laptop, July 2006). 

° Los Angeles County Adult Protective Services (11 laptops stolen, July 2006).

° US Department of Veterans Affairs (computer stolen from contractor Unisys contained records
on at least 18,000 persons, August 2006).

° US Department of Transportation (stolen laptop with records of 132,470 persons with drivers’
or pilots’ licenses, and another stolen laptop with records of investigations, both in August
2006).

° Florida National Guard (stolen laptop with data on 100 soldiers, September 2006).

° US Department of Commerce and Census Bureau (reported in September 2006 that 1137
laptops have been lost or stolen since 2001).

° North Carolina Department of Motor Vehicles (computer stolen with data on 16,000 drivers’
licenses, September 2006).
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° New Jersey National Guard (26 computers stolen 2004-2006, all unencrypted, announced
October 2006).

° Cleveland Air Traffic Control Center (missing hard drive with data on 400 air traffic controllers,
October 2006).

° US Marine Corps, Camp Pendleton (missing laptop with data on 2400 residents, October 2006). 

° US Census Bureau (Travis County, Texas resident records, October 2006).

° US Transportation Security Administration (USB drive with data on 900 TSA employees,
October 2006).

° US Army Cadet Command (stolen laptop with data on 4600 high school seniors, November
2006).

° Colorado Department of Human Services (stolen computer with data on up to 1.4 million
individuals, November 2006).

° Pennsylvania Department of Transportation (stolen computers with records on more than
11,000 licensed drivers, November 2006).

° US Army National Guard, West Virginia (stolen laptop with data on Guard members, December
2006).

° Santa Clara Employment Agency (2500 records on a stolen laptop, December 2006).

° US Department of Veterans Affairs (portable hard drive lost in January 2007 with personal
information and billing records on more than 500,000 veterans and 1.3 million doctors).

° New York Department of Labor (auditor’s stolen laptop with records of more than 500 area
employees, February 1007).

° US Internal Revenue Service, according to a 2007 audit report, has lost nearly 500 laptops since
2003 from employees’ homes, cars, and offices, compromising financial data on thousands of
taxpayers. 

° North Carolina Department of Revenue (30,000 taxpayer records on a stolen laptop, announced
January 2007).

° California National Guard (stolen hard drive with records of 1300 guardsmen on border patrol
duty, March 2007).

° US Department of Agriculture announced in March 2007 that 95 department computers were
lost or stolen between October 2005 and May 2006, compromising an unknown amount of
government and personal information (an estimated two-thirds of which was unencrypted).

° Los Angeles County Child Support Services (3 stolen laptops with data on 243,000 individuals,
March 2007).

° US Navy, San Diego (3 missing laptops with data on Navy personnel, March 2007).

° Broward County, Florida (12,000 foster care records on a laptop stolen from a services vendor,
April 2007).

° Baltimore County Department of Health (stolen laptop with 6000 patient records, April 2007).

° US Transportation Security Administration announced that a portable hard drive including
records on 100,000 current and former TSA employees (including undercover air marshals)
disappeared from its office, resulting in a lawsuit brought by the AFGE union, May 2007.

° Champaign (Illinois) Police Department (data on police officers left on a computer donated to
charity, May 2007).

° Detroit Water and Sewerage (stolen laptop with data on 3000 employees, May 2007).
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° Texas Commission of Law Enforcement Standards and Education (stolen computer belonging
to Productivity Center Incorporated contained data on 230,000 Texas law enforcement officers,
May 2007).

° Ohio Bureau of Workers’ Compensation (two laptops stolen from employees’ homes with data
on taxpayers and injured workers, June 2007).

° Yuba County Health and Human Services (70,000 social services records on a stolen laptop,
July 2007).

° Idaho Army National Guard (stolen portable drive with data on 3400 soldiers, August 2007).

° Connecticut Department of Revenue Services (106,000 taxpayer records on a stolen laptop,
August 2007).

° Maryland Department of the Environment (stolen laptop with licensing databases, August
2007).

• Medical Records

° Incidents in 2005 involving lost or stolen hard drives with medical data:  Ohio State University
Medical Center (15,000 patient records), University of Florida Health Sciences Center (3851
patient records), University of Tennessee Medical Center (3800 patient records), USC Keck
School of Medicine (50,000 patient records).

° 2006 incidents:  University of Pittsburgh Medical Center (700 patient records), the University
of Washington Medical Center (1600 patient records), Mount St. Mary’s Hospital, New Jersey
(17,000 patient records on two laptops stolen in an armed robbery), Medco Health Solutions
(4600 patient records), Buckeye Community Health Plan (72,000 patient records on four stolen
laptops), University of Alabama (stolen computer with records of 9800 kidney donors,
recipients, and potential donors), Cape Fear Valley Health System (portable computer with
more than 24,000 medical records stolen from an ambulance), Lancaster General Hospital
(hundreds of records on doctors), Kaiser Permanente (160,000 patient records on a stolen
laptop), PSA HealthCare (52,000 patient records on a stolen laptop), Madrona Medical Group
(employee arrested after downloading at least 6000 patient records onto a laptop), Hospital
Corporation of America (thousands of patient files on 10 stolen computers), Compass Health
(stolen laptop with records on mental patients), Labcorp (patient records on a stolen computer),
DePaul Medical Center (more than 100 patient records on two stolen computers), Allina
Hospitals (17,000 patient records on an obstetric nurse’s stolen computer), Manhattan Veterans
Affairs Hospital (1600 patient records), Jacobs Neurological Institute (patient records on a
stolen laptop), Indiana State Department of Health (records on 7500 women cancer patients on
two stolen computers), Kaiser Permanente Colorado (38,000 patient records on a stolen laptop,
Electronic Registry Systems (records on more than 63,000 cancer patients of several hospitals).

° St. Mary’s Hospital (stolen laptop with 130,000 patient records, February 2007).

° Kaiser Permanente Medical Center, Oakland (stolen laptop with 22,000 patient records,
February 2007).

° Seton Healthcare Network (stolen laptop with 7800 patient records, February 2007).

° Gulf Coast Medical Center (stolen computers with 9900 patient records, February 2007).

° Group Health Cooperative, Seattle (2 stolen laptops with data on 31,000 patients and
employees, March 2007).

° Swedish Urology Group, Seattle (3 stolen hard drives with data on hundreds of patients, March
2007).

° Highland Hospital (2 stolen laptops with 13,000 patient records, May 2007).
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• Student Records

° University of California (Berkeley) (personal data on 98,400 students and alumni on a laptop
stolen from an employee, March 2005). 

° Other incidents in 2005: Oklahoma State University (records on 37,000 students and alumni),
Cleveland State University (44,000 individuals affected, although the laptop was subsequently
recovered), Kent State University (1400 student records in June 2005 and 100,000 in September
2005), Georgia Tech (13,000 individuals’ records on a stolen computer).

° 2006 incidents: Metropolitan State College (Denver) (93,000 student records on a stolen
laptop), Vermont State Colleges (14,000 records), Miami University (850 student records on a
lost handheld computer), University of Kentucky (6500 student records on a stolen flash drive),
San Francisco State University (3000 student records on a professor’s stolen laptop), University
of Iowa (280 graduate student files), California Polytechnic State University (3020 student
records on a laptop stolen from a professor’s home), University of Minnesota Institute of
Technology (13,084 student records on two stolen desktop computers), University of Colorado,
Boulder (two missing computers with 1372 student records), San Juan Capistrano Unified
School District (5 stolen computers), Troy Athens High School (stolen hard drive with 4400
student records), University of Texas at Arlington (two stolen computers with 2500 student
records), Germantown Elementary School (stolen computer with student Social Security
numbers), University of Minnesota (student records on a stolen laptop), Connors State College
(records on more than 22,000 college and high school students on a stolen laptop), Greenville
County School District (records on 101,000 students and employees found on used computers
sold at auction), California State University, Los Angeles (2534 student and faculty records on
a stolen USB drive). 

° University of Idaho (3 stolen desktop computers with data on 331,000 individuals, including
70,000 Social Security numbers, January 2007).

° Vanguard University (2 stolen computers with data on over 5000 financial aid applicants,
January 2007).

° Eastern Illinois University (stolen desktop with 1400 student records, January 2007).

° Notre Dame University (student records left on a decommissioned computer, January 2007).

° Metropolitan State College, Denver (stolen laptop with nearly 1000 student records, March
2007). 

° University of Montana (stolen hard drive with 400 student records, March 2007).

° Northwestern University (stolen laptop with records of thousands of students and alumni, May
2007).

° University of Minnesota (student data on a professor’s stolen laptop, July 2007).

° American Education Systems (5000 records on a subcontractor’s stolen laptop, July 2007).

° Yale University (10,000 student and faculty records on two stolen computers, August 2007).

° De Anza College (4375 student records on an instructor’s stolen laptop).

• Nonprofits

° American Institute of Certified Public Accountants (330,000 member records, including Social
Security numbers, on an unencrypted hard drive that was lost while being shipped back to
AICPA from a computer repair company, May 2006).
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° YMCA (stolen laptop with personal data on 65,000 members, June 2006).

° American Red Cross (three stolen laptops with personal data, July 2006).

° National Association of Securities Dealers (ten laptops stolen from NASD investigators, with
files on dealers under investigation; announced July 2006).

° American Cancer Society (several stolen laptop computers, reported in November 2006).

• Other Countries

Data breaches attributable to insecure hard drives are by no means limited to the United States,
although security breach notice laws tend to ensure more publicity in the US.  

° British businesses surveyed by silicon.com in May 2007 report that they are using encryption,
thin-client, and other security measures in the wake of recent stolen laptop incidents involving
Marks & Spencer, the Metropolitan Police, Nationwide Building Society, Serco, and
Worcestershire County Council.  Half of silicon.com’s CIO user panel said that they are using
or planning to use hard-disk encryption to protect corporate data on laptops.  Britain’s
Independent Television Network (ITN) reported that it uses technology that allows it to
remotely erase the hard drive of a lost or stolen laptop (presumably when it goes online).  See
article at http://news.zdnet.co.uk/security/0,1000000189,39287101,00.htm (ZDNet UK, May
16, 2007). 

° Ernst & Young UK reported a laptop stolen from a car with data on 38,000 employees of BP,
IBM, Sun, Nokia, and Cisco (March 2006).

° Hummingbird (Toronto, Canada), a contractor for the Texas Guaranteed Student Loan Corp.,
reported that 1.7 million borrowers’ records were stored on a lost hard drive (May 2006).
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FISMA / NIST
standards 
(mandatory for
US federal
agencies,
recommended
for private
sector)

NIST / OMB /
ID Theft TF
recommend
AES (FIPS
197) or DES
encryption of
laptop data; see
also NIST SP
800-53 rev.1,
MP-4

NIST / OMB /
ID Theft TF
recommend
encrypting all
sensitive data
on laptops

NIST SP 800-
53 rev.1, AC-
3, AC-6, AC-
17, AC-19,
IA-1 – IAN-7

NIST SP 800-
53 rev.1, AC-
19

NIST SP 800-
53 rev.1, 
MP-6 (media
sanitization)

NIST SP
800-53 rev.1,
AU-6

PCI DSS
security
standard
(payment card
industry)

Requirements
3, 4; “strong
encryption”
(3.4)

Requirements
3, 4

Requirements
7, 9; logical
access separate
from OS
(3.4.1)

Requirements
7, 9; automatic
key changes
(3.6.4)

Requirement
3.1, 9.10.2

Requirement 
9.7 

ISO 17799 /
27002 and
BS 7799

As indicated
by analysis
conducted
under Risk
Assessment
element

As indicated
by analysis
conducted
under Risk
Assessment
element

Access Control
element;
Communications
and Operations
Mgmt
requirement

Communications
and Operations
Mgmt element 

Information
Security
Incident Mgmt
element

Information
Security
Incident
Mgmt element

ITIL / ISO
20000

IT Security
Mgmt
requirements

IT Security
Mgmt
requirements,
as indicated by
risk
assessment

IT Security
Mgmt

IT Security
Mgmt

IT Security
Mgmt;
Software
Asset Mgmt

IT Security
Mgmt
requirements

Encryption 
(data and keys)

Encryption
(automatic) 

Access
Controls
(ID mgmt and
authentication)

Remote Admin.
(ID mgmt and
authentication)

Remote
Admin. 
(data wiping)

Remote
Admin. 
(audit log,
suspicious
activity
monitoring)

Requirement

Source

Appendix B: Information Security Requirements and Sources

Seagate FDE drives with Wave Trusted Drive Manager and ERAS remote administration meet or exceed each
of the following selected requirements for laptop security:

GLBA and
FFIEC (US
financial
data)

Safeguards
appropriate
to identified
risks

Safeguards
appropriate
to identified
risks

Access on a
“need-to-
know” basis;
access
controls
required by
FFIEC

As
appropriate
for identified
risks

FFIEC
guidelines

FFIEC 
guidelines
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HIPAA
Privacy Rule
(US health
information)

164.306
appropriate
methods to
assure
confidentiality
of electronic
health
information;
164.312
encryption

164.306
appropriate
methods to
assure
confidentiality
of electronic
health
information;
164.312
encryption

164.308,
164.312 
ID and access
controls,
authentication

164.308,
164.312 
ID and access
controls,
authentication

164.310 
data disposal
from electronic
media

164.308 
audit logs,
access reports, 
incident
tracking

FCRA /
FACTA (US
consumer
reports)

Confidentiality
obligation

Confidentiality
obligation

Confidentiality
obligation

FACTA
Disposal Rule

US FTC,
State
enforcement
of “fair
trade” acts
and related
private
litigation

Required in
consent decrees
for SSNs,
payment card
data;
negligence
standard with
reference to
PCI DSS and
GLBA
Financial
Safeguards
Rule

Negligence
standard
(reasonable
care)

Required in
consent
decrees for
SSNs, payment
card data;
negligence
standard with
reference to
PCI DSS and
GLBA
Financial
Safeguards
Rule

Negligence
standard
(reasonable
care)

Consent
decrees
address life-
cycle security;
negligence
standard
(reasonable
care)

Negligence
standard of
reasonable
care, based
on industry
practice

Information Security Requirements and Sources:

Encryption 
(data and keys)

Encryption
(automatic) 

Access
Controls
(ID mgmt and
authentication)

Remote Admin.
(ID mgmt and
authentication)

Remote
Admin. 
(data wiping)

Remote
Admin. 
(audit log,
suspicious
activity
monitoring)

Requirement

Source

US state (and
proposed
federal) laws
on security
and security
breach notice
for personal
data that
raises ID
theft risks

Encryption
“safe harbor”
in laws in 30+
states based on
CA SB 1386

CA AB 1950
and several
other state
laws require
“reasonable”
security
measures

Several states
considering
reference to
PCI DSS
standard

Safe harbor
not available
if enterprise
cannot be
sure that
covered data
were
encrypted

CA AB 1950
and several
other state
laws require
“reasonable”
security
measures

Several states
considering
reference to
PCI DSS
standard

CA AB 1950
and several
other state
laws require
“reasonable”
security
measures

Several states
considering
reference to
PCI DSS
standard

Sensitive data
disposal
required in
CA, other
states

Several states
considering
reference to
PCI DSS
standard

CA AB 1950 
and several 
other state 
laws require
“reasonable” 
security 
measures

Several states
considering 
reference to 
PCI DSS 
standard



Encryption 
(data and keys)

Encryption
(automatic) 

Access
Controls
(ID mgmt and
authentication)

Remote Admin.
(ID mgmt and
authentication)

Remote
Admin. 
(data wiping)

Remote
Admin. 
(audit log,
suspicious
activity
monitoring)

Requirement

Source
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Canada
PIPEDA 
(and similar
provincial
laws)

Principle 7
(security
measures
proportional
to risk of
harm);
§4.7.3
encryption

Principle 7
(security
measures
proportional
to risk of
harm)

Principle 7:
limit access
on a “need-
to-know”
basis (§4.7.3)

Principle 7:
limit access
on a “need-
to-know”
basis (§4.7.3)

Principle 7,
§4.7.5

Principle 7 
(security 
measures 
proportional 
to risk of
harm)

European
Union Data
Protection
Directive and
related laws
and
regulations

Art. 17
“appropriate
organizational
and technical
measures”

UK:  threatens
enforcement
for losses due
to unencrypted
laptops

Spain:
encryption
required for
sensitive data

Art. 29 WP
opinions
encourage
laptop
encryption

Art. 17
“appropriate
organizational
and technical
measures”

Art. 17
“appropriate
organizational
and technical
measures;”
European data
protection
authorities
require access
restrictions
based on
functional
responsibilities

Art. 17
“appropriate
organizational
and technical
measures”

Art. 6(e) data
disposal; 

Art. 17
“appropriate
organizational
and technical
measures”

Art. 17 
“appropriate
organizational 
and technical
measures”

Information Security Requirements and Sources:



About Wave Systems

Consumers and businesses are demanding a computing environment that is more trusted, private, safe and
secure.  Wave is a leader in delivering trusted computing applications and services with advanced products,
infrastructure and solutions across multiple trusted platforms from a variety of vendors.  Wave holds a portfolio
of significant fundamental patents in security and e-commerce applications and employs some of the world's
leading security systems architects and engineers.  For more information about Wave, visit
http://www.wave.com.
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