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Data Breach and Encryption Handbook
Lucy Thomson, Editor
CHICAGO, Feb. 7, 2011-- Cybersecurity risks pose some of the most serious economic and
national security challenges of the 21st century. A new book, Data Breach and Encryption
Handbook, published by the American Bar Association Section of Science & Technology Law,
takes an in-depth look at the problem of escalating data breaches and its legal ramifications.
Informative and practical, the book was written to help attorneys, global executives, technology
professionals and policy-makers understand the complexities and root causes of data breaches,
as well as to demystify encryption and provide practical solutions to prevent data breaches.
Data Breach and Encryption Handbook includes 19 chapters, examining the current crisis in
information security; the aftermath of data breaches; potential liability and damages; the law and
its implications; encryption technology; and recognized methods of resolving a breach. The book
also examines a number of the major data breach incidents from a variety of legal and technology
perspectives, and provides instructive graphics to illustrate the methodologies hackers use to
cause these breaches. Moreover, it provides a comprehensive analysis of relevant laws, including
state and international data breach laws as well as HITECH, the new federal breach law for
health information.
A former federal criminal prosecutor, editor Lucy Thomson is a senior principal engineer for
information security and privacy advocate at CSC, a global technology company. Focusing her
practice at the intersection of law and technology, she works on teams building modernized
information systems for very large organizations, and has addressed a wide range of legal,
technical and policy issues in major IT and information-sharing programs. She is vice chair of the
ABA Section of Science & Technology Law.
The 15 authors who created this book are among the leading legal, technology and encryption
experts, and they have worked together to address the emerging areas of law, information
management and information security. The lawyers include Thomas Smedinghoff, partner,
Wildman Harrold; Stephen Wu, partner, Cooke, Kobrick & Wu, LLP; Ruth Hill Bro, past chair,
Section of Science & Technology Law; Kimberly Kiefer Peretti, forensic technology services,
PriceWaterhouse Coopers; Arthur Peabody, lead medicare counsel, Blue Cross Blue Shield
Association; Lorelie Masters, partner, Jenner & Block LLP; Jennifer Kurtz; and Renee Abbott.
The technology and encryption experts are Robert Thibadeau, senior vice president, Wave
Systems; Eric Hibbard, chief technology officer, security and privacy, Hitachi Data Systems;
Serge Jorgensen, chief technology officer, Sylint Group; Benjamin Tomhave, senior security
analyst, Gemeni Security Solutions; Thomas Hahler; and Dennis Monroe.

With nearly 400,000 members, the American Bar Association is the largest voluntary professional
membership organization in the world. As the national voice of the legal profession, the ABA
works to improve the administration of justice, promotes programs that assist lawyers and judges
in their work, accredits law schools, provides continuing legal education, and works to build public
understanding around the world of the importance of the rule of law.
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Editor’s note: Review copies are available by sending an e-mail to Catherine Kruse at
krusec@staff.abanet.org. If you publish a review of this book, please send tearsheets or a copy
for our files to Catherine Kruse. c/o ABA Publishing, 321 N. Clark St., Chicago, IL 60654.
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